
DATA INCIDENT – FREQUENTLY ASKED QUESTIONS 
[Version 3 – 15 December 2021] 

 
1. What is this likely to mean for me and what can I do about it? 

We want to reassure you that we are continuing to work with an experienced cyber security 
forensic firm to address the issue. Unfortunately, due to the nature of these incidents, this 
can take some time. 
 

To help you to monitor your personal information for certain signs of potential identity theft, 
we are offering you a complimentary 12-month membership to Identity Plus, provided by 
Experian, one of the UK’s leading Credit Reference agencies. This service helps detect 
possible misuse of your personal data and provides you with identity monitoring support, 
focused on the identification and resolution of identity theft. To make use of this service 
please refer to the email sent by Dave Newmarch to affected staff on 15 December 2021 or 
contact dataqueries@frameworkha.org   
 

In the event that that we have confirmed that your data has been compromised, we 
recommend you take the following steps to protect yourself: 

• Be especially vigilant against suspicious activity, including suspicious emails, phone 
calls or text messages. The National Cyber Security Centre has published advice 
regarding suspicious emails on its website: https://ncsc.gov.uk/guidance/suspicious-
email-actions 

• If you have received an email which you’re not quite sure about, forward it to the 
Suspicious Email Reporting Service (SERS) via report@phishing.gov.uk 

• You can also implement two-factor authentication (2FA) where possible to protect 
your online accounts from unauthorised access as described in the following 
publication on the National Cyber Security Centre’s website: 
https://www.ncsc.gov.uk/guidance/setting-two-factor-authentication-2fa  

• Additional guidance about what to watch out for online can be found here: 
https://www.ncsc.gov.uk/guidance/data-breaches 

 
 

2. How can I find out more? 
We appreciate people will be concerned about this. In the first place please study these 
FAQs. If this does not meet your needs, please ask your line manager.   
 

If you need further information or reassurance please email dataqueries@frameworkha.org . 
We aim to respond in 24 hours on the next working day. Please do not contact IT or HR. We 
ask that you continue to treat this matter confidentially. 
 
 

3. Can you tell me what HR data has been impacted? 
Unfortunately, the data provided by Stor-a-File has not been provided in a format which 
allows for easy confirmation of the specific data within the HR files that has been impacted. 
Please be assured that we are working to review the data in order to provide further 
clarification to you.  
 

We are offering you a choice if you require more information about the affected data: 
a) To provide you with an assessment of whether higher risk information has been 

taken from your file – eg passport details, bank account information – and, if so, what 
that information includes. 

b) To provide you with the entire file containing your records that has been taken, 
however this will take more time as we check that we are only providing information 
that relates to you. 
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4. Why do we store data with a third party? 
There are various compliance requirements such as payroll regulation, taxation law (HMRC) 
and right to work which dictate that Framework must retain documentation of this kind for 
varying lengths of time. The most efficient way to store, access and reproduce this 
documentation to comply with these requirements is in digital form. 
 

Framework stores data with a third party as a means to save physical space. Stor-a-File 
therefore holds the paper documents which have been converted into electronic files to 
provide a sufficient back-up in the event something should happen to the originals.   
 
 

5. What do we have in place to ensure safe use of data? 
We have a contract with Stor-a-File which is designed to ensure that our electronic data is 
kept securely. The data processor (in this case Stor-a-File) is obliged by contract and by law 
to be compliant with applicable laws and regulations including those governing personal data 
such as the GDPR. 
 

Data theft of this kind is an increasingly frequent occurrence. No organisation can guarantee 
complete immunity from a targeted cyber incident of this nature. The contract is the best 
assurance we have that our provider will comply. 
 
 

6. Can I opt out from having my data stored? 
No, we are lawfully required to collect and retain certain documents about your employment.  
The staff privacy notice on FRED provides further details including:  

• what data we collect 

• how we collect your data 

• our lawful basis for processing 

• your rights. 
 
 

7. What is being done to address the incident? 
Our insurers have engaged specialist lawyers and cyber experts to assist in the 
management of this incident. For the time being we are working with Stor-a-File to ensure 
they provide details of the employee data they hold on Framework’s behalf. We have set up 
a dedicated staff team drawn from across the organisation to assess the information 
provided and work through the issues.  
 
 

8. Have you informed law enforcement? 
Stor-a-File is responsible for liaising with law enforcement as it is their systems that have been 
impacted and has confirmed to us that that they have informed the relevant authorities. In line 
with its obligations, Framework has informed the relevant regulatory authorities. 
 
 

9. What is Framework doing to ensure that this will not happen again? 
Although this data breach was not targeted at Framework’s IT systems but those of a third-
party data storage provider, Stor-a-File, we will endeavour to utilise any possible learning 
that arises.  We won’t know until the experts have completed their investigation what 
happened and how we prevent it in the future. Rest assured this is Framework’s objective.  
 
 

10. Can I discuss this with friends and family? 
We ask that you keep the matter confidential while our investigations continue, in particular 
do not refer the incident on social media as this in an ongoing legal investigation.  
 
It is possible that there is information in the accessed folders that relates to someone else – 
for example references, life assurance forms, or next of kin. Where that is the case you will 
be given the specific information.  
 


