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1. Introduction

The information we use to support our service users and manage the organisation exists in many
forms, it may be stored electronically, printed or written on paper or spoken in conversation.

Whatever forms the information takes, or the means by which it is shared or stored, it should be
treated as an important asset and be appropriately protected from unauthorised access,
modification or loss.

It is Framework’s policy to protect information regarding service users (clients), donors, staff,
volunteers, partners and the organisation from security risks that might have an unfavourable effect
on our operations, our professional standing or an individual’s personal privacy.

Secuirity risks include people obtaining or disclosing information inappropriately, information being
altered, whether deliberate or accidental and information not being available when required.

To provide assurance to our customers, staff, donors, service users (clients), and management that
Framework’s security measures meet information security best practice and are working correctly.
Framework operates an Information Security Management System (ISMS) aligned to ISO/IEC
27001:2022, reflecting current best practice in information security, cybersecurity and privacy
protection encompassing the following:

+ ldentification and classification of information assets

« Appointment and training of information asset owners.

- Undertaking risk assessments and implementing appropriate technical, managerial and
environmental controls.

« Publication of information security policies.

- Complying with the information security requirements requested by customers.

- Maintaining an Information Security Forum,

« Providing information security training to all staff, including directors, staff, volunteers and
contractors

- Procedures in place to receive, investigate and respond to data protection complaints in
line with UK data protection legislation.
- Complaints relating to the handling of personal data will be acknowledged and managed

without undue delay and in accordance with regulatory guidance.
- Reviewing and monitoring information security controls throughout our supply chain.
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« Complying with relevant legislation, including the Data Protection Act 2018, and the European
General Data Protection Regulations

« Undertaking technical, policy and procedure audits of our information security controls.

« Continually improving our information security position and reporting the status to senior
management

2. Responsibilities

The CEO owns this Information Security Policy and is committed to the implementation of it.
Objectives for Framework’s Information Security Management System are aligned with the strategic
plans of the organisation, defined by the Senior Management Team. These objectives are subject to
a ‘cascade’ process to set objectives at all levels within the organisation.

Senior management are responsible for ensuring that information security risks, including
cyber risks, are understood, owned and managed as part of the organisation’s overall risk
management framework.

Changes to the Information Security Management System are planned, assessed and
implemented in a controlled manner to ensure continued effectiveness.

The Information Security Forum is collectively responsible for ensuring that information within
Framework is adequately protected and for allocating sufficient resources.

Information asset owners are responsible for classifying their information and ensuring that the risks
to their assets are identified and addressed.

Line management are to ensure that information security is included within the processes they are
responsible for and ensuring that their staff play their part in protecting the information in their care.

All staff are required to observe company polices, attend information security awareness training
and report information security incidents or weaknesses to the Head of Information & Technology.

The Head of Infrastructure and Cybersecurity is responsible for providing information security
guidance and where necessary investigating information security incidents.

Framework recognises that the information security threat landscape is continually evolving,
including increased risks arising from cybercrime, supply-chain dependencies, cloud-hosted
services and remote working. Information security controls are therefore subject to ongoing
review, monitoring and improvement.

The Audit & Risk Management Committee receives copies of the Information Security internal audit
reports.
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